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S6: 109 /CTHADS-VP Qudng Ngdi, ngay 27 thdng 3 nim 2019
V/v phong tranh cac nguy co
[y nhiém ma doc

Kinh gui:
- Truong cac phong chuyén mon thudc Cuc;
- Chi Cuc trudng Chi Cuc Thi hanh an dan su
cac huyén, thanh pho.

Hién nay, tinh hinh an toan an ninh théng tin trong nudc dang c6 dién bién
phure tap, cac don vi chuyén trach vé& an toan an ninh thong tin lién tuc dua ra céc
canh bao, khuyén nghi vé& cong tic dam béo an toan an ninh thong tin trong giai
doan hién nay. Thoi gian vira qua cac chuyén gia bao mét da phat hién mot loai
mé doc cd tén goi GrandCrab 5.2 va 16 héng bao mét trén phin mém nén va
giai nén tap tin phd bién Winrar.

- Ma doc GrandCrab 5.2 dugc phat tan thong qua thu dién tir gia mao tir
Bo Cong an Viét Nam véi tiéu dé “Goi trong Cong an Nhan dan Viet Nam”, ¢
dinh kem tép tin documents.rar. Khi nguoi ding giai nén va mé tép tin dlnh
kém, mé doc s& duge kich hoat va toan bé dit liéu nguoi dung s& bi m& héa. Tin
tac khai théc va tan cong s& gy hau qua nghiém trong.

- Lo hong bdo mat trén phan mém nén va giai nén Winrar cho phep déi
tuong tan cong cai dit ma doc vao may nguoi dung va anh hudng dén tét ca cac
phién ban cua Winrar phat hanh trong thoi gian qua. Lo hong nay c6 thé duoc
tin tiic loi dung dé thuc hién tin cong ATP nhim d4nh cép dir lidu.

Thuc hién Cong van sb 105/CNTT-HTKT&ATTT ngay 25/3/2019 cta
Cuc Cong ngh¢ thong tin Bo Tu phép vé viée phong tranh cac nguy co lay nhiém
mé doc. Nhim dam bao an toan thong tin va phong tranh nguy co bi tAn cong boi
ma doc, Cuc Thi hanh 4n dan sy tinh yéu cau Trudng céc phong chuyén mén
thugc Cuc, Chi cuc trudéng Chi cuc Thi hanh én dén su cac huyén, thanh phd mot
s6 n6i dung sau:

1. Quan triét dén toan thé cong chuec, nguoi lao dong trong don vi ndng
cao nhén thire, y thirc canh gidc trong cong tdc dam bao an toan thong tin trén
mdi trudng mang mdy tinh. Nang cao canh gidc, khong click vao céc lién két
cling nhu m& céc tép tin dinh kém trong email (bao gém mail cé nhdn va mail co
quan) ¢ chira cac tap tin dang .doc, .pdf, .zip, rar,... dugc giri tir ngudi la hodc
néu email dugc gui tir nguoi quen nhung cach dit t1eu dé hoic ngon nglt khac
thuong,.

2. Kiém tra phién ban phin mém nén va gidi nén Winrar dang st dung
cai ddt va st dung trén toan bo may tinh, may chi. Mdy tinh nao dang str dung
cac phién ban cii can loai bo phan mém khoi may tinh; Cai dat, cap nhat Ién

phién ban Winrar méi nhat (Winrar 5.70). Cha ¥ chi tai phin mém tir trang



chu Winrar hogc t6 chiic tin cdy. Puong din tai phién ban Winrar méi nhit:
hitp-www.win-rar.com/download.html hodc https.//www.rarlab.com.

3. Nghiém ttc thyc hién Quy ché quan ly, van hanh, khai thac, st dung va
dam bdo an toan théng tin hé thdng mang may tinh cia B6 Tu phép (ban hanh
kém theo Quyet dinh s§ 299/Qb-BTP ngay 08/02/2014), Quy ché Quan ly, sir
dung Hé thong thu dién tir cia Bo Tu phap (ban hanh kém theo Quyét dinh sb
290/QD-BTP ngay 12/01/2010 va cic quy dinh v& ddm bao an todn an ninh
thong tin trén moi truong mang may tinh.

Trong trudng hop cén thiét, c6 thé lién hé v6i Phong Ha ting k¥ thudt va
An toan thong tin, gii thong tin qua thu dién tir: csht@moj.gov.vn dé duoc h
trg. Thudng xuyén cip nhat thong tin v& an toan thong tin tai chuyén muc An
toan thong tin trén Trang thong tin dién tir cta Cyc cdng nghé théng tin — By Tur
phép: http://cntt.moj.gov.vn.

Nhén dugc cong vin nay, yéu ciu Tru’c’mg cac phong chuyén mén thudc
Cuc va Chi cuc trudng Chi cuc Thi hanh 4n dén sy cdc huyén, thanh phé trién
khai t6 chirc thyuc hién./.

Noi nhin: KT. CYC TRUONG
- Nhu trén (dé t/h); - 3
- Cuc trudng (d8 b/c);
- Cac Pho Cuc trudng; : K
- Trang TTDT Cuc THADS tinh; f .l
-Luu VT, VP, la
\%

- NS\“ /

"V/Van Xong



